IGS 43. 040. 99
CCS T 35

DB4403

o | il it )] Fr fE

DB4403/T XXXX. 3—XXXX

BREMIKSERIERFZSEERERARE
XK 5B 3 &Ry B N R HIREE

Technical requirements for intelligent connected vehicles remote service

and management system—Part 3: Communication protocol and data format

g

CGE R

XXXX=XX-XX & %5 XXXX=XX-XX SL}ie

ANTHIEEEER %






DB4403/T XXXX. 3—XXXX

H X
Il e vt eereeeeeeeeue e et e et e e ueseaeeeue e e ae s eeeaeeeutesaesaeeaateautesaeeaateaate s te ueeetteautesaeeeaeeeatenaesaeeentenatesnesareeenteneesraeeans 1T
5 | SO P USRS 1
2 FHTEE B T ST oo 1
3 RTEIIIE Meneiriieeeeeee ettt s st 1
A DI AE <ottt ettt ettt a et et et et et ettt et ettt e e e et et e e e et et e eetenens 2
B ISR ottt 2
B T TE I ettt 3
T BAEALLEFITITE Yoo 4
8 BAE A TOAE ZUITIE Moottt ettt s s 7



DB4403/T XXXX—XXXX

it

Al

AR IRGB/T 1. 1—2020 (hriEfb TAE S 518050 PRl SO B g MRS iy - (e
JE LR,

A ZDB4403/T XXXX—XXXX (B REM BV F A2 RS 58 B R AR ER) K3,
DB4403/T XXXX—XXXXT& KA T LA R &

—— 1R A

—— 285 TR I AR TR

—— 5B A PR S E A%

A YT T A BA R 3R 0.

R F AL FRFFRAEE CRED ARAR . EWidys e T AR AR . bt 5 EH
ITRIEARAR . HRFEARGRAF . T IMNGRERE A RA T PRI T30 3830 BRI 3 T H i 7L
FOBRMERAF . FEIFRERR SO UMD BRAF.. ERKCRERMERAF. dLEH
REIRRER M ARA R AR EH AL ARAR . FEE R EERGRAR . JRIR LR
BRZEARAR . IR EEAH R A R A A .

AR RN AVCFE. M. BE . SKERE. ARG, B, k. FEE. SRS,
WA AL W, Bk, k. BRESE. T FEB. HEE, . BB, BEt. 5.
BRI, AR PV . BRI, ROUR. X

II



DB4403/T XXXX. 3—XXXX

BREMERETIERSZ SEERE AR
E3FR7: BN HFERN

1 SEE

ASCIERE T35 A B ARG N WIZREIR ST 58 B ARG LS JEFEER.
Hm ety 5 L. B ooks 5 E L.

A E M TR A B R RGN, NSEIENERERS SEEAS, FR&mERETE
kv & 2 WE T G &N 2 AT

2 MuMsIAxH

B SO A R P9 A S SR G 5] TR AR SO AN T A R . e, v H ST
SO, AXZ H AN B RRASE T A SO s AN EH AR SISO, HBCHRAR CRIERITE B
EH A

GB/T 1988 {5 EHAME B2 H-LA g 774

GB 16735 ZEAHIRAILS (VIN)

GB 18030 & B HIARH LIS T/ 4R

GB/T 32960—2016 HIZNAEF TR HE B AR ARG

GB 39732—2020 R4 FHMFEHE LR RS

JT/T 808—2011 i % 18 4 274 T 12 52 A7 52 Gt 28 vt a8 VRPN 130 B di s =X

3 AIBMZEX

FAIARE R E SGE T A
3.1

ZRiHEES client platform

JE FA R B A 1 R T
3.2

BRZiHEES server platform

Ja K s e (KU

3.3

24 key

— I TR R AT S RS, BTN . BB REOHE .. BAEK
BRAE A4 RIE
3.4

F1T upstream
IR ity 21 R 545 S 4 B0 AL 6 7 1) o



DB4403/T XXXX—XXXX

3.

()]

5

.6

T

.8

.9

A

A

A

A

A

T4T downstream
MR 55 ity 21 25 7 ity PR ECHE A 0 7 1)

N login

2 i 17 IR 95 3 _E R R AT B 45 2 RTEEAT KA

4 logout

2 i 16 JIR 55 S B A R AT 45 2 I R LR A Sy AT AT A AAIE .

MMZ  encryption

B A BEAT G RS L AR

2% deciphering
AN
=

Yoo B Kde Jm REAT M A A ) A

)

T
0
[EHA¥IE periodic data

D[] 5 A 2R AR AN A% TR

1

EHHIE event data

2 S fi A I S SRR AT E A () A

2

3% assembly

B &S BT B HA S IR

3

ADS FEE S  severe ADS failure

B T ADS A EEE A I — iR A MR ZE R EAICH B MADS 22 418 4T [ 2R K
e RAMERERRAL, R MRS R AIBITI, A i E R

.14

ZEIHEELIL severe vehicle failure

ATAR] 52 ADSTAT DD T RE /7 Ho52 M0 2258 T Bl A 1 2250 2K R
w5 YRR . HIZh RGN IRIETR T .

HRRETE

TCP: &%= MY (Transmission Control Protocol).
AMQP: 2 H B BAFI X (Advanced Message Queuing Protocol) .

—AREK

BEHIYL
A TSN SR I TCP/ TP M3 BR 2 AMQP H0 3L



5.2 TCP/IP thid#%

DB4403/T XXXX. 3—XXXX

7 BRE AL ¢ -------- > 57 THUE I
TCP ¢ -------- > TCP
P ¢ -------- > Ip

JRZ R > JRJERER
243K FTCP/ TPHMSAE A 7K s s, Biv R G B 1T
1 TCP/IP #ill#%

5.3  AMQP iy #%
R FHAMQPY SCHEAT 3@ A5, AMQP S A 735025 78 I 55 o, I 25 i 9 A% i 43 TG A [90 7D 2 BA

BRI 2, 5 S SR AT BIAMQPSEAR, iRk 55 3 7 20 1 B AMQPSIEAR 9 (R it . i 27

BPTE Pt SRR ST
AMQP SE4E
Publisher Consumer
2 AMQP s #%
6 BEER
6.1 1|:| ?;L_L

7 S 16 J 55 i AR AR JEREVE R, IR REBR ISR ST )5, 5 i N Bl ) R 55 S AE B
{5 B BEAT B0 R, Eﬁﬂlﬁﬂ”%ﬂ%q&ﬁméﬁ%ﬁﬁﬁﬁy REU6 IERAI S R 55 o 3R [B] R D s A

SRR, R 5% i N A A R IC RO AR P . BN W3R .
gl R %5 vty S AMQP Broker
kN BN
[ )
RS W25

& 3 th_L/}u.*iT = [F

T 6 AR RSB 55 5 T 65 (RN 18 Jm SE AR UCE N AR 7 ST 65 78 RILE I 1] 7Y
RWBINEAE S, NMAFRIFEL minEHEAT SN, WRBASRARNL, MIEFE30 min/& BT RE.

6.2 EEfEH



DB4403/T XXXX—XXXX

6.2.1 EEMEMEK

B T B NI 5 LR AR S5 T 6 b SR AR o R B AT A T, SRR,
HFHIR L RNAT G 7. 610 ER . &) 5T & F RS 3T & LA R, RAZ T, 50 ER K
BAG BRARMBAT R IR G AR A1 6 5SS bl B 2 U AN B 8 X8, Mg 658
e 3L E € SCEAR AN B E SCEOE I bl J8 WA A2 0l o 42 B R 1 22 4 AR AT e

* 1 BHARIEMEARIE AR

Hiffs EALAR A EEITE S AT ES

AD R GEAR FIEEE . 0.1 Hz CHAFEEERIE PR B LD

AD RS FIEEE . 1 Hz CHAFHERAR I SCbr kA AR
AD R GEHGE AT 8 JSEEE . 1 Hz CHRAFHR A S br i A%

6.2.2 FEHIBIEEWEXR

2 i el IR 55 i~ 5 AR R AR, IR 5% it 8 % B B B 1 B BRSO AT . RSB IE A
IR N AL B s 4 B SR IS AT E 328 . & P im s TG, RS S g 3140 1T H s 1 5
RN R ST RN i o
6.2.3 EHHEEWMER

24 P ik ) IR S S b A% S B I S A P HT TPS BRAMQP AT A5 4, IR 4% i IS o) 32 A 381 f) At
HEAT R . ACIS IERARS, RS U RN 2 ARSI AR, IR 55 L[] 25 1 ity R AR A 1R B
45 v 7 & O RN 205 BRI, BT a8 N ER WA ZEEEEE, MR ninEHRIE]
W, RIGBIRG A KI%.,
6.3 EZERIT

R 2% it AR AE TCPIE R W T B W HF 5 P 1) 2k i 2

2 7 i IR DL R 1R 100 W T 5 AR 45 S P 2 1 i

——TCP BT,
——TCP EHIEY, RFE B RIEREUG AR IR B .
6.4 HIEHK

BT A B SR I, R I 1 I R ST T X ) P B AT A A A . AR R
HE R IE TS, PR A 3R 1 4 PR ) 58 R R A7 B R . AR AR A
A R S I A% OB, A% a0 S Semt EARBEAR ], FRFR AR RS B B .

6.5 HWIEME
2R R NI BRI, % T G N AT EEE R, IEEEIN R % FE R 5 T

AN
= o

7 HBIRBLEETEX

7.1 BARIHAA

7.1.1 IEHER
4




I A i ) B SR LR 2

DB4403/T XXXX. 3—XXXX

*x2 HELE
Vet il S R
BYTE AR5 TR CEAY, 86D
WORD TR GG (F37, 1661
DWORD LRSI (AT, 3267)
BYTE [n] nFH
STRING ASCIT=ZFF, #IGEIEMB—AN0LLETF, IGPRINPIAFAGB/T 1988ZK; A FH, K
XA, & H2A 71, ISR RN AFAGB 1803023k

7.1.2 &N

MU SR P O S A 2D X 2% 1 SR A 33 7 AL

7.2 HIRGLEH

— A EBIEE AN AR s, IRBIE . By a0, HdE ook, Bl oo

AR ALK, Bl B s A E OIS

*3 BIRGEMFIENX

ey el 5E X K 5 i3 Je TR
0 HRIARF STRING [E 520 ASCIT 45 $$" . FH “0x24, 0x24” Frid
2 A HRiR BYTE A AARIRE XL 7. 2. 4.1
s TR BT MBI, MEFREEN “0xFE”
3 Bt | MERRE BYTE Wt TN T BT BT BB AR, MR EEAN “OxPE”
BT MNEBIED, NEWEEFIRE
. EREE VIN BIFF 4 GB 16735 HIMLE
4 AT (VIND STRING B o
T EHHE LT MRS
21 Ft ) STRING BARAT AL AR, A UTC B ]
34 WE ID STRING WHEME—R RS
0x01: FIBAINE; 0x02: FHmLnt SM2 Sydihnss; 0x03: %k
1 Mot BVTE PE& SMA BRI s 0x04: R4t RSA3072 S9N ; 0x05:
A Bl 240 AES128 SEUEINE ;. “OxFE” FomRa: “OxFF”
TRk HAMTE
44 Bl s i KT BYTE BRI 1E B A A A H 3 BA 5 2 B S i B KB
45 s T g WORD B F T K I B B T I R R, A RUETE R Y 0~65531
47 P/ - B s ok ORI SURAF A 7. 3 ISR




DB4403/T XXXX—XXXX

fﬁé*fl\%ﬁﬁkﬁTEﬁﬂﬁ *’J\T/w [A[x] ?*TT/\N:X %40

®4 BSIRREX

Gty & S 77 Te1
0x01 EWEN 17
0x02 LB R kA7
0x03 JA RS AR st iy
0x04 HIEE R EAT
0x05 WRER B EAT
0x06 RREE VN kAT
0x07 FEEH kAT
0x08 AR HAT/TAT
0x09~0x11 i FATHAR TR kA7
0x12~0x7F EATEE RS T 17
0x80~0x82 2 AT HAE P T
0x83~0xBF TR RS T T
0xC0~0xFE G 30 H E XCERE HE X

7.3.2 NEWRE

mv%ﬁﬁﬁﬁﬁh IOXFE, RomE A HNEIRSAREOFER, BRI RA

R o 2 RSN BB FR EAZOXFERY, B RIR AN EA

MRS Ui OB N, NARRE R E bR &, CREEHCCEE], BRI R SCA R, FEEBT AR L
7.
NE R T X RS,
x5 NEREENX
Gty 5E X B
0x01 TEH BB (5 B IER
0x02 EE IR AT
0x03 FER SOk A IE
0x04 EEIR eIy
0x05 iR SR SR
0x06~0x09 R TR HAth
7.4 B}

I ] NS FHUTC timestamp, 52 X L6




6 BIEENX

DB4403/T XXXX. 3—XXXX

BTN HE KE (FH50 e EERNTIERTEN
4 1 BYTE 0~99
H 1 BYTE 1~12
H 1 BYTE 1~31
INIF 1 BYTE 0~23
e 1 BYTE 0~59
7 1 BYTE 0~59
= 2 WORD 0~999
8 HURBEITHNFENXN
8.1 ZFEWEA
I E NEHE A% R SR T
T7T EWMBANBIERENX
A E NS KB (FHEHD Hm i Hhid % ER
PR B NI [A] 8 BYTE[8] A 1) s S L3R 6
ERR KRB EN IR, BT
BENTKS 2 WORD SEBML, MNITHAIER B,
I KAEN65535, JEIRE AR
SIMEICCIDS (ICCID Jy#& it
1CCID 20 STRING MSIMARSRELAIE, AN A CAIE
s FIRECA R EALFR
8.2 FEiHEWH

ZRAP S H R A% 2R e IR
*8 EMEBELHERAMEX

BIER RN KB FTEHD D Hm i ik & ER
E H B T 8 BYTE[8] i 1R) 5 X L#R6
y?'\:z N7y /El:\/\/ﬂ%'\:ﬁ N =]
e . WORD BEHRK T 5 S IRBNTRKS
—&
8.3 FE/EAN
5 BN B E RS A ' K9,
R FEEBANBIERINENX
BHER RN KE (FHED Hm iy b J ER
& BN 8 BYTE[8] A IE) e L6




DB4403/T XXXX—XXXX

*®9 FAEBAHERAMEX (8

e T N KE (FH50 PAE it iR L ER
TP EEEBEN—IR, BN
K5 BB, MIFFIETER &
BANIKES 2 WORD
NS M, B AEN65535, (R
EEYSPN
FeEHP4 12 STRING FEBNHP 4
T E 20 STRING T EBENEN
0x01: FIEAINE; 0x02: %
A SM2 VN s 0x03:
BRI SMAGE NS ;. 0x04:
I AR 1 BYTE B £ T RSAS0T2 VAN 25 4
0x05: #E £ i AES 12847 51
s “OxFE” RaRFHE
“OxFR” R HADTIE
8.4 FABH
P& 8 I A R e AR 10,
F 10 FEBEHBIEHRNAFENX
e N K 350 ) E | R LR
B R 8 BYTE[8] B 1] 2 LR 6
B TR S 5 4N
— . ORD BH ﬁﬂ(ﬁjz{j\ﬂ K
=

8.5 FHARIE

Kl oo 2 AL IR BRI AP 2 .

——AZHIETTR : R HENBRARGIIME . NS GENAL A E AR B TR
—B A TR KA ATER RGN M 3 N KRB H S RSB 5% AT T _EAE %

JEHR

e [ fF RS i [ A A B TR ABR A U, EBYEE L R RIEA BRSO T LA TE A .

8.5.1 FEHA%IE Mg

JE KA bt e A E SCIR 1L,

F 1 BEEAREE EIRBUES R E X
A E NSk KE (FHE0 HimIs Fhid J ER
B RRANRE (D 1 BYTE 5 BARTREE X NE14
FRAE (1D FhEEHIERE
13 BREE S (D 1 BYTE
- Hfar AL
15 BARTHHE N B K 2 WORD BE N T

o]




DB4403/T XXXX. 3—XXXX

x= 11 BEEIRE EIRBIERRREX (40)

EC I NGRS KE (71480 R ik J2 E R
R 15 AN, R
SR (1-D — -
Pk FERAAE

HRYE M5 S RBAN ], KRR

R

PES ey n o AT

5 BSOS () ! BYTE %E%m;gﬁ;%%%%
5 B H R P Ko 2 ORD SR

e o) B - mﬁﬁﬁiigféﬁﬁﬁﬁ

= HRRURE, KA
= EAAETE (nen) . - RIS BRMAE, KEME

et e NG
8.5.2 (ERAABFRE
FEAAEHRE S BRI E N AR 120K,
=12 BAHREEIE AR
e = HK A IS E LA
1 SR 7A€ 0x01
2 for B H A 0x02
3 Hah B R4 12175 R 0x03
4 T Re s 0x04
5 AN R I 0x05
6 B M B 0x06
7 SRS e 0x07
8 TR SEIE 0x08
9 FRA RS H b 0x09
10 NI 0x10

8.5.2.1 BrI¥IE
H AR VS A% SN AT B R 132K



DB4403/T XXXX—XXXX

*13 BIrI%E

B 4 TR B 78 1 B KB CPTEO| S B oy R
0x01: §5HEM S5
! B 0x02: 24
RSSEN AN Byt A . 1 BYTE NA
0x03: HEX;
“OxFE” RoRFH; “OxFF” RRLH
A B ORTEE . 0~40000 (RFZE200 m, EAREE B H AR5
) B ) RR-200 m~200 m) , H/PNiHEEIG: LA, TERIE N+
SN B AR AL
® (Xl > A [0.01 m. 2 WORD 0.1 m; 5 mBA4h,
=}
“0xFF, 0xFE” F#RAH, “OxFF, 0xFF” F| WerE N+ (PEES
N B X5%) m
HAETEE: 0~2000 (fWEZE100 m, FoR
SN B ARYI AN AL 100 m~ + 100 m) , H/PIFEEIC: 0.1 mo
A o 2 WORD 0.1m
B (YED “0xFF, 0xFE” #5735, “0xFF, 0xFF”
N TCAL
HAETEE: 0 km/h~100 km/h. (W&
BN B AR X IR 50 km/h, F7R-50k m/h~ +50 km/h) , #
A e 1 BYTE 1 km/h
BE (XD NFEFIG: 1 km/h.
“OxFE” RRFH, “OxFF” KR
HAEYEE: 0 km/h~100 km/h. (W&
BN B AR X R 50 km/h, F7~-50 km/h~ +50 km/h) , %
A o 1 BYTE 1 km/h
BE (YD NFEHIG: 1 km/h.
“OxFE” RRFH, “OxFF” KRNI
HAEIEE: 0~250 (/R0 m~25 m) ,
. /M ERIG: 0.1 m,
RATE bR RS B[ - 1 BYTE 0.1 m
“0xFF, 0xFE” £ FH%, “0xFF, 0xFF”
N TCRL
HAEIEE: 0~250 (/R0 m~25 m) ,
o /M TERIG: 0.1 m,
AT E B B[ o 1 BYTE 0.1 m
“OxFF, OxFE” FR7H, “O0xFF, OxFF” 3£
N TCAL
HAEIEE: 0~250 (/R0 m~25 m)
/M ERIG: 0.1 m,
JRHTE R T B[ - 1 BYTE 0.1 m
“0xFF, 0xFE” #7355, “0xFF, 0xFF”
N TCRL

8.5.2.2 fIEHIE
for B K (A% AR AT & R LA 2R

10



DB4403/T XXXX. 3—XXXX

F 14 LEHIEER
Ol A4 PR Vix AT A SENE (P Vet AR PR
ENAERE, RENIE, THERN
B, R0 FAEIE 51803
7% A Hl. ARMENH: 4 DWORD 107
[-1790000000, 17900000007, ¥4z
mFeE179, bAeimis a2 bR
ENAERAE, dLENIE, MR
B, PR A0, SRAEIE 0T .
213 A HHAE TG 4 DWORD 107
[-900000000, 9000000007, H{H fk
B0, EALAREE S 1 ALER
for B BAT %ot dR 0x00: {7 BG4
A - 1 BYTE -
& 0x01: FE TRk
8.5.2.3 BmEBERRZFEITER
H 2 B3 RGia 1715 Bk AN &R 151K,
* 15 BaBRRZEITER
Ol A4 PR Vix HE AU KE CEWED el KA B PR
0:7K%N, 1:Parking, 2:Reverse,
ADR Gt R 447 B |3:Neutral, 4:Drive, “0xFE” TR 1 BYTE NA
Wy “OxFF” FoRTR
ARG 0~80 (B 20
AD R GE1E 3K 1)1 7] /s’ FR-20 w/s"~20 m/s”) , B/ ‘
) B B , - 1 BYTE 0.5 m/s’
I HHE#BIC: 0.5 m/s’, “OxFE” FR7
Wy “OxFF” RRTR
EL R A, BN SR R S IE R T )
PRINRES £t 5K 30, T £ IE, IR 44
ADRA G K17 M) 5 fro HRETLE: 0~1560 (KEimts . ORD |
B 17 A H780° , FR-780° ~T780° ), /N
THEHI: 1°, “OxFF, 0xFE” R i
W, “OxFF, OxFF” FRIL
HRE TS 0~400 CBUE WA E0. 2,
AD R G K 1% 1r) FoR-0.2~0.2) , F/MIEHIC:
iHiES b 0.001. “OxFE” /RFH: “OxFF” ! pre 0-001
FIRTRL
HRMETE R 0~1600 CHREmA% &80,
ADRA Gl K AT FIR-80° ~80° ) , F/MtEHIT
A b 0.1° . “OxFF, OxFE” FRR%H, ’ 1R o1
“OxFF, 0xFF” KRR

11




DB4403/T XXXX—XXXX

*®15 BIHBRRAFETEE (LD

LICITE Y 7R F i H 75 i B KB (FEWEHD B2 B oy R
BHEIEE: 0~65400 iR
ADZR i R 55 ) 163° , F£in-163° ~164° ) , &/t
i ) B B B 2 WORD 0. 005
N EETE R) A B 910, 005° . “OxFF, OxFE” x5
W, “OxFF, 0xFF” TR
BRETEE: 0~2047 IR R =
ADZR G R ) 10. 24, F7-10.24~10.23) , /Mt
B, o 2 WORD 0.01
BRI 150 #1500, 01, “OxFF, OxFE” IR 74,
“0xFF, 0xFF” &K
HETEE: 0~600 (R0 rad/s~
AD R GEiE K 1 7 1) 8 600 rad/s) , H/MIEHICL rad/s. . ORD X
LN AR “OxFF, OxFE” /8 7%, “O0xFF, OxFF’
B TE R : 0~250 (780 km/h~250
ADEGERMZE®E] B |kn/h) , HB/MTESEIGL km/he  “OxFE’ 1 BYTE 1
FonFE,  “0xFF” FRTLH
HRETEE: 0~80 (B mBEE20
ADR G R IR m/s’, FR-20 m/s'~20 m/s") , Fe/h
. Bl L : o 1 BYTE 0.5
i = I60.5m/s’s “OxFE” RIRFH
“OxFF” RN
. N HRAETEE: 0~100 (FR0° ~
ADRZHRIIHIT) B [100° ) , H/MTEBICL® “0xFE” 1 BYTE 1
, BU/NITEHJU o X
AR T LL A e w .
ForFH,  “0xFF” FoRTL
. ARAETIE: 0~100 (FRO0° ~
ADZR i 3R IR 4 o
i B [100° ), H/MIE#EICL . “O0xFE” 1 BYTE 1
AR T LU e w .
FonFH,  “0xFF” FoRILH
B TE B - 0~2000 CEORE RS 21000
AD R Gt 1# R IR ) N m, F/R~-1000 N m~1000 N m) , &
B o - 2 WORD 1
) /MMEEEICL Nm.  “O0xFF, 0xFE” IR
SH,  “OxFF, 0xFF” TR ILRL
HRETEE: 0~250 CBUR R =50
AD R G015 3K H1 LR ) rpm, #8-5000 rpm~20000 rpm) ,
k B e 5 1 BYTE 100
i BN ERFICI00 rpme “0xFE” IR
SEH “OxFF” RoRTLRL
BHEIEE: 0~65535 (KRR
e ' 32768 N m, #E75-32768 N m~32767 N
ADVERIACumdAsE| B 2 WORD 1

m), /M EHIE11 Nm. “0xFF, 0xFE’
RKoNFH,  “OxFF, 0xFF” FRTLH

12




DB4403/T XXXX. 3—XXXX

*15 BIBRRFETEE (4D

a4 R A BAEE 7 KE (%50 By B PR
0x01: FF/m HIE NI IH &5
DRGSR B IE L
i B |0x02: HHEN I RS 1 BYTE NA
M,\H ZIN= AN — —
“OXFE” RS “OxFF” R
) 0x01: IEITTF)E
DB R IITT o
. B |0x02: AT M 1 BYTE NA
T “OXFE” Fom5idi; “OxFF” Fom i
) 0x01: 6T IF)E
ADZ G sR 3 o
s B |0x02: mIekT e 1 BYTE NA
TV “OxFE” RonFEH; “OxFF” KRR
0x01: fERERIT I
ARG R TR e
N B 0x02: fafEIRdT KM 1 BYTE NA
= ERERIUN — =n —
H “OxFE” RoRFFH ;s “OxFF” RRNTCRK
) 0x01: ZeBemIT IT )
ADZ G R 1 7 o
. B |0x02: JEEkIAIAT KA 1 BYTE NA
H E%‘J)“m _ —
“OxFE” RonFH; “OxFF” RN
0x01: A& m4T A
ADZ G s 4 o
s B |0x02: Ak KM 1 BYTE NA
EIFSR — ey
“OxFE” RoRFH ;s “OxFF” RRTCRY
0x01: JF/E HBhE
0x02: MEHAE
] 0x04: PRIFHL
AD R GL1E 3K B 440 N
s B |0x05: Hhififat 1 BYTE NA
S 0x06: [A] B
0x07: A1 R N KA
“OxFE” RonFEH; “OxFF” KRNI

E: AEBBHARGRIZTE L LR “ADRGUE KRB NEZ . ADRGERIITT FIEAL M . ADRGETE R 17
. ADRGUERITATRE LA ADRGUTERIVEE /AR A ADRGUE R IO T7 FALAE M 7030 AD RGeS R
TR MR 5 CADRGE R ADRGE R . ADRGEE RSN AINEEE . ADRSEIE R i ]
BEARITFELL . AD R G v5 3R (R 42 BE AR T BE LUl . ADR Gl R IRBN 0. ADR Guidi SR IRBh e . ADIE K1)
Feum A" AR —#o RIAT

8.5.2.4 EELEMEEHIE
BT B B (A% AR R A R 16 LR

13




DB4403/T XXXX—XXXX

F16 BEMEKERN

4R

L Ep S

K (73550

AL

ARG 0~350 CEdE 100
km/h, F7R-100 km/h~250 km/h) ,
H/MHES T kn/h.  “O0xFF, OxFE”
KRR, “OxFF, OxFF” FRTR

WORD

1 km/h

ZE AP ) T S

HRAEEHE: 0~100 (H¥almfs =50

m/s’, FR-50 m/s’~50 m/s”) , F/h

THEEICT m/s’. “OxXFE” FRIRFH
“OxFF” F£RTRL

BYTE

1 m/s’

TR I S

ERAETERE: 0~100 CHIEmAZES0

m/s’, FR-50 m/s*~50 m/s’) , f/h

FEICL m/s’. “OxFE” RoRFH;
“OxFF” F£RTRL

BYTE

1 w/s’

YRR AR S

ERAETEHE: 0~4000 CHEmzE
200° /s, F#R-200° /s'~200° /s°),
/MR HIC0.1° /s’ “0xFF, OxFE’

FoRFEH,  “OxFF, 0xFF” FR LU

WORD

0.1° /s

PRI A S

1 RE V8 Bl : 0~800 CHdE (A% B:400°

/s, FR—400° /s~400° /s, Fx/it

L1 /5. 0xFE"H R % “OxFF”
TR

WORD

(=LDAEDS)

0: %1, 1:Parking, 2:Reverse
3:Neutral, 4:Drive

BYTE

NA

IR BT

BTG : 0~100 (GR7R0%~100%, )
I/ TR IG: 1%, “OxFE” RIR 75 5
“OxFF” RNTLRL

BYTE

1%

HBRE

0x01:#15h; 0x02: FEf; OxFERRRF
Wy OXFRRRILR

BYTE

| S AR T

HAETEFE: 0~100 (F7R0%~100%)
/N R IG: 1%, “OxFE” KRR
“OxFF” FRNTLRL

BYTE

1%

LALEE V]

HRUEIEHE: 0~1700 (BUE W5 &
850° , F/~-850° ~850° ), /Mt
EIG: 1°, “OxFF, OxFE” FRFH
“OxFF, OxFF” FRIR

WORD

i HIBPRES IS AROT R — AR — AR I

8.5.2.5 HERKIEEIE
0 5 il 5 A UM A B R LTI R

14




F 17 BMREHEEN

DB4403/T XXXX. 3—XXXX

ol 24K IR HdE A 7 1 KB (A0 Hdm HAm oy
KIEHRID B Kikig 1D 20 STRING NA
Rk BAF B B Rk A EAEE 9 STRING NA
RIETH BEE B A, T S RN B N 2 12 STRING NA
e ALEAEEE AR E R 14K
8.5.2.6 ERESHE
B RS B N R 5 R I8 EIK .
F 18 EREZRHEER
ol 24K Vix AT SENE (P Hdm HAm oy e
2% (BB AR EFFRLR
2 F AR B |GB 5768.2—2009) “OxFF, 0xFE” % 1 BYTE NA
INFEH,  “OxFF, 0xFF” FR LR
2% (BB AR EFIFRLR
ESCRlEal| B |GB 5768.2—2009) “OxFF, OxFE” 3 1 BYTE 0.01°
INFEH,  “OxFF, 0xFF” FR LR
EiERFT B AT 5 A AR T R TE R 1 BYTE NA
0x00: 1E# 18
0x01: ¥ &L 438
g B 0x02: #i% 418 1 BYTE NA
0x03: AZZ 43
BRAETEHE: 0 km/h~220 km/h:
TE s PR B | “OxFF, 0xFE " /R 7, “ 0xFF, 0xFF’ 1 BYTE 1 km/h
AT
2% (GB/T 29100—2016 &5 iB{5
SH RIS R B '@%%QE%GQ%E%@» 1 BYTE NA
“0xFF, OxFE”R/R 58 , “ OxFF, 0xFF’
AT
B E I E B “%Wﬂﬁv%fﬁﬁﬂmwﬂﬁp 1 BYTE NA
FKRTH
MR, F2bitiRIkIAEERE. B
17\ B BEKMESITIRE:
_ 00: ZJT
7715 ST HR IR B N 1 BYTE NA
01: /]
10: 2047
11 R5TAT

8.5.2.7 BRIEHIE

15




DB4403/T XXXX—XXXX

B AR HE (1A% AT 5 R 19 R
®19 BARMEHEER

EAE/ TR S IR R 7 v KR (FHEO Hllm R BRI PR
4R R B 8 NSRS AL E
HMIDGEAR B B [, 0x00~0x07 7} AIARKER 0~7; 1 BYTE NA
“OxFE” R/RFEH, “OxFF” R
B 0x01: H; 0x02: M. ZFMZ; “OxFE’
KAMEE B B o 1 BYTE NA
FORFE,  “OxFF” FRLRK
G AR 0~300 (B fE ML 50 C,
o KR-50 C~250 C), J/MIEHIT:
AR EAE B B B 2 WORD 1
1 C “ OxFF, 0xFE 7 % & & W ;
“OxFF, OxFF” Rk
Gl 0~100, FH/MTREHEIG: 1 %RH
HMEIR A B B | “OxFF, 0xFE” /R 54 “OxFF, 0xFF’ 1 BYTE 1 %RH
TN
8.5.2.8 EEERLSHIE
IR EHAR s N RF & R 20/ 2K .
F=20 EERSHERER
EAE TR S e HR TR UL K (o | Bk By
0x01:_FHUIRZS; 0x02: FHUIRZS; 0x03:
R HURES B HABIRES; OxFE: FRFEH; OxFF: H 1 BYTE NA
TR
0x01: AT 2B, 0x02: HENZH:
) i 0x03: A LFHiE; 0x04: i
iR B B B 1 BYTE NA
PRl B OxFER/RFH s OxFRERR
TR
N 0 own%%t%w=ﬁ%;%§=%m; | BVTE “
OxFER /R R H; OxFFRRN L
0x01: f5Z-7H;
0x02: fTHI7EH;
FHIRES B 0x03: A FTHUIRAS; 1 BYTE NA
0x04: FLHLZE;
“OxFE” oW “OxFF” R
AL R AR AT SEIHF JRES , 0RAm K,
LRARFTIF; 0: eI 1: dmesT2: /2
LT HRRES B [E]3: AR MAT4: A5 RN 6: 1 BYTE NA

RIZELT -3 “OxFE” FRoRFH, “OxFF’
TR

16




DB4403/T XXXX. 3—XXXX

*20 EERTHEEERN (8D

B 4 5 TR F i H 75 i B K (D B2 B oy PR
HAMETEE: 0~100 (FR0%~100%)
FHL Vi SoH B /M IEHIC: 1% “OxFE” FimFH 1 BYTE 1%

“OxFF” RIRTER

HAMETEE: 0~100 (F7R0%~100%)
L HTH B |E/MTESIT: 1%, “0xFE” BnFi, 1 BYTE 1%
“OxFF” FRINTLRL

HRETERE: 0~100 (FR0%~100%)
MET B [B/MTERIG: 1%, “0xFE” FoRFH, 1 BYTE 1%
“OxFF” RRNTLRL

fAETE R 0~9999999 (F IR0 km~
999999. 9 km) , F/MIEHIC: 0. 1 km,

E s B “OxFF , OxFF , OxFF , OxFE” FIR 4 DWORD 0.1 km
%, “OxFF , OxFF , OxFF , OxFF’
FORTCA

F bit AARAF K P EAR (1A
RARPIRE, 0 REAHTAD -

1: LTE-V2X
W& T2 B 2: 5G NR-V2X 1 BYTE NA
3: MEmfE
4: HAh

“OXFE” FRoRFH; “OxFF” Ronoy

8.5.2.9 ERHIRESHIE
TR B A% AR T A R 21 ER
F 21 EBHRESEESER

ol 4R Vi HE AU K (540 EAE TRt EAC D 2
0x00: 9’6[7ﬂ, 0x01: 'l%ig; 0x02: ’:F'
MEBITIRE B i 0x03: PRif; 0x04: [AJ&K; “OxFE’ 1 BYTE NA

ToRFH,  “OxFF” FRIRTCR

0x01: Wi ThRelER; 0x02: &
GESFERS B W AThEERE; “OxFE” RRHE; 1 BYTE NA
“OxXFF” RRNTLRL

. 0X01: IEE, 0X02: jE;‘—T%', OXFE%/J:\
GNSSIZATIRZS B \ o 1 BYTE NA
S OxFRRIRTERL

. 0X01: L‘ET%', 0X02: E‘—E, OXFEﬁﬁ
IMU-1IE 47 4R 2 B \ N 1 BYTE NA
S OxFRRIR TR

. 0X01: J‘_ET%', 0X02: jE;‘—T%', OXFEﬁﬁ
IMU-218 47 IR %S B \ o 1 BYTE NA
S OXFFRRTERL

17




DB4403/T XXXX—XXXX

w21 EMHRTSEEIEER (B0

HE AR 7R F i H 75 i B K (CFHED B2 B oy R
o 0x01: IF%#; 0x02: H%; OxFEE
IMU-31B4TR S B » o 1 BYTE NA
SH s OxFFRRTCR
B EHNRGE 0x01: 1FE%; 0x02: H%; OxFEER®
o B » o 1 BYTE NA
TR SEH s OxFFR/RTCR
0X01: J‘_ET%', 0X02: E‘T%', OXFE%%
ER B TIRA | B \ o N ’ 1 BYTE NA
SeH. OxFFRZRILN
i 0X01: J‘_ET%', 0X02: E‘—T%', OXFE%ﬁ
OBUIZATIRZS B \ N 1 BYTE NA
SH. OxFFRZRILN
0X01: J‘_ET%', 0X02: E‘T%', OXFE%%
AR RBATIRE B \ o N ’ 1 BYTE NA
SeH . OxFFRZRILN
0X01: IEE, 0X02: E‘—T%', OXFE%/J:\
WOLHIKIBITIRE| B . o 1 BYTE NA
SeH . OxFFRZRILN
A7 I R IR IB T x01: 1E%; 0x02: 7%; Ox TN
R IR B TR 0x01: 1F 0x02: ¥ OxFEFR
B B N 1 BYTE NA
= SH. OxFFRZRIL
K T IRIE T x01: 1E%; 0x02: F%; Ox N
K EIBIBITIR 0x01: IE%: 0x02: H%,; OxFEE
B \ N 1 BYTE NA
= SH. OxFFRZRILN
0x01: IF#; 0x02: H#,; OxFEER
WRFBITIRE| B . o 1 BYTE NA
SH s OxFFRR TR
0x01: FF/8
0x02: &
AFS B i& M AT IR T B 1 BYTE NA
0x03: il
OxFER /N 75 OxFFRINTCRL
0x01: JFJ8 R IEIE
0x02: JFJ5 ks
ESCHL T2 5E P % 0x03: b
) B " 1 BYTE NA
i 0x04: A4kl

0x05: fitkE

OxFER /N T 5 s OxFFRIRTCRL

8.5.2.10 AR¥E

N B K

18

St A
RN

L2215 2




*®22 ARHHEEN

DB4403/T

B 44 5 A BT UL K (735D | BdERA s o PR
A RN LA T RS
B 0M 1AL EBIA A HRE
2R 30 BB AERIRE;
%45 AL JEHER RIS 24
RS
56 M7 A JEHEG MR A
P B 6T AL: JEHE G R AT | BYTE W
RS
ot A A«
00 fRE R R4
01 1RE R4
10 RE L EWIRERKE;
NRBRZETRES R
B R R TR 0x01: #Z&; 0x02: 75
B B B 1 BYTE NA
) A OxFEFR /R F¥H ; OxFFRRN LR
U RO TR IE R 0x01: f&; 0x02: 7;
B B B 1 BYTE NA
2 iy “OxFE” FoRFHE; “OxFF” RINTLH
8.6 EHHUE
8.6.1 EHHIFELHREX
HOEE AR RS R 230 E K,
+* 23 EHHIELHREN
AE E NNk KE 70 EEE | i3 Je TR
FHARR (D 1 BYTE HAARIRE X W24
FHREME (1D 8 BYTE 7 B s e LR 14
HERE (D - -
HARR () 1 BYTE R IR E X FR24
HHERAEME (1 8 BYTE 7 B Fids w LR 14
HEHE (D — -—
8.6.2 EHEHHIESLFRR
B AR BT R 24 E SR
*24 EHEE
HA AR H{2RA 0 3R A] o H
0x01 IR ARl Al JRE P e 2 7.6.2.1
0x02 TR R ZEABAS I B s %) 7.6.2.2
0x03 ADR VRS ADRGUIR SR %) 7.6.2.3

19

XXXX. 3—XXXX




DB4403/T XXXX—XXXX

8.6.2.1 HitEZEHEIE

A A AR ST 6 N SR
fih 243 FEGB 39732—2020

Vizan
i)

255 SR S AF B Ak B SS Im~T 6, AlEARE AN 1]
REFMHEIE R RS P4 1 IR,

*25 HIEFEHHIEEX

HHRF RN

KB (1D

R

i K ER

fll4% 77 171

BYTE

AN AR R AN il 2 2«
1A7: Al il
200 JiF Il
3L e ARl ;
AL AU ;
500 ZEEHMIEH

6fr: AREI

A
i
b
G

BYTE

AN FERARRAF SR IRE:
1: &

I

I
==

7
2: EIBLE
3: A MIAEE;
4: AJEMSEE;
5: L RMAAT

B: e

&I
B

Bl
I

8.6.2.2 KMEHHIE

R KA 7 0T 6 LSRR 15 2 26 58 SO R R A B 8 S5 0 T 65

F26 KUWEHHBIEEX

BIERRNE KE (1) HiymIsm i B TSR
0x01: ADS/™ 8 2%,
% 1 BYTE
KA 0x02: A= 4k
8.6.2.3 AD RZEHEMBHIIE
MAD R GRS R AR i 7 7 i~ 5 N SE I R A 3R 27 58 SUIIAD 2R G i e F A 40 s Ik B R 5%
5 6 o
T 27 AD RGHEHBMEHEIEEN
BIER RN KB eI i3 Je TR
0x01: AD RGBT
0x02: AD RZE W,
0x03: AD R&iifhR#EE,
ADZ % 1 BYTE
AR 0x04: AD ZR G A sl /N2 4 KUK S s
OMRM) 5

20



DB4403/T XXXX. 3—XXXX
8.7 FEEHXM
P B s B A SR UL AR 28
* 28 FEEHATBRBIERIMENX

IR RN KRB (F340 O el KAy iR B BER
0x01: SM2;
0x02: SM4;

HPRR 1 BYTE 0x03: RSA3072;

0x04: AES128;
0x05~0xFF: Fi8

ST, A AUEE
B ) WORD HS 8, ARETEE

0~65531

= N STRING -6 255
J& FT 1] 8 BYTE[8] I 8] 5E X .#6
S RL A 8 BYTE[8] I 18] 5E X W.#6

21



	智能网联汽车远程服务与管理系统技术要求  第3部分：通讯协议及数据格式
	前言
	智能网联汽车远程服务与管理系统技术规范
	第3部分：通讯协议及数据格式
	1　范围
	2　规范性引用文件
	3　术语和定义
	客户端平台  client platform
	服务端平台  server platform
	密钥  key
	上行  upstream
	下行  downstream
	登入  login
	登出  logout
	加密  encryption
	解密  deciphering
	周期数据  periodic data
	事件数据  event data
	拼装  assembly
	ADS严重失效  severe ADS failure
	车辆严重失效  severe vehicle failure

	4　缩略语
	5　一般要求
	5.1　通信协议
	5.2　TCP/IP协议栈
	5.3　AMQP协议栈

	6　通信连接
	6.1　通信连接建立
	6.2　信息传输
	6.2.1　信息传输要求
	6.2.2　周期数据传输要求
	6.2.3　事件数据传输要求

	6.3　连接断开
	6.4　数据补发
	6.5　数据加密

	7　数据包结构和定义
	7.1　数据说明
	7.1.1　数据类型
	7.1.2　传输规则

	7.2　数据包结构
	7.3　命令单元
	7.3.1　命令标识
	7.3.2　应答标志

	7.4　时间

	8　数据单元格式和定义
	8.1　车辆登入
	8.2　车辆登出
	8.3　平台登入
	8.4　平台登出
	8.5　周期数据
	8.5.1　周期数据上报格式
	8.5.2　信息类型标志
	8.5.2.1　目标物数据
	8.5.2.2　位置数据
	8.5.2.3　自动驾驶系统运行信息
	8.5.2.4　整车性能数据
	8.5.2.5　外部发送数据
	8.5.2.6　道路信息数据
	8.5.2.7　自然环境数据
	8.5.2.8　整车状态数据
	8.5.2.9　部件状态数据
	8.5.2.10　人员数据


	8.6　事件数据
	8.6.1　事件数据上报格式
	8.6.2　事件数据分类标识
	8.6.2.1　碰撞事件数据
	8.6.2.2　失效事件数据
	8.6.2.3　AD系统转换事件数据


	8.7　平台密钥交换


